PGP — Anwendung

Peter J. Holzer

29. Jänner 1998

1 PGP Peter J. Holzer

Überblick

• PGP User Interface

• Keymanagement

• Keyserver

• mutt

• Was noch?

• Was nicht?

• PGP 5 2 PGP Peter J. Holzer

PGP User Interface

• Commandline-orientiert

• Interaktiv vs. Batchanwendung

– Abfrage fehlender Parameter – Passphraseabfrage – ausführliche Meldungen – -f und PGPPASSFD

3 PGP Peter J. Holzer

PGP — Anwendung

PGP Userinterface

% pgp -h
Pretty Good Privacy 2.6ui - Public-key encryption for the masses.
(c) 1990-1993 Philip Zimmermann, Phil’s Pretty Good Software. 27 May 94
Date: 1998/01/24 12:54 GMT

Usage summary:
To encrypt a plaintext file with recipent’s public key, type:
   pgp -e textfile her_userid [other userids] (produces textfile.pgp)
To sign a plaintext file with your secret key:
   pgp -s textfile [-u your_userid] (produces textfile.pgp)
To sign a plaintext file with your secret key, and then encrypt it
   with recipent’s public key, producing a .pgp file:
   pgp -es textfile her_userid [other userids] [-u your_userid]
To encrypt with conventional encryption only:
   pgp -c textfile
To decrypt or check a signature for a ciphertext (.pgp) file:
   pgp ciphertextfile [plaintextfile]
To produce output in ASCII for email, add the -a option to other options.
To generate your own unique public/secret key pair: pgp -kg
For help on other key management functions, type: pgp -k

4 PGP Peter J. Holzer

PGP Userinterface

Was?

• -e textfile her userid [other userids]

• -s textfile [-u your userid]

• ciphertextfile [plaintextfile]

Wie?

• -a (ASCII-Armor)

• -b (detached signature)

• -f (Filter) 5 PGP Peter J. Holzer

Keymanagement

Keyring ”Schlüsselbund“ mit allen Schlüsseln.

private — public

Signatures Bestätigung, daß Public Key zu einer Person gehört.

Introductions & Trust Wem glaube ich, wenn er mir jemandem vorstellt.

Web of Trust Transitiv?

6 PGP Peter J. Holzer

Web of Trust

7 PGP Peter J. Holzer

PGP — Anwendung

PGP Userinterface: Key Management

% pgp -k
[...]
Key management functions:
To generate your own unique public/secret key pair:
   pgp -kg
To add a key file’s contents to your public or secret key ring:
   pgp -ka keyfile [keyring]
To remove a key or a user ID from your public or secret key ring:
   pgp -kr userid [keyring]
To edit your user ID or pass phrase:
   pgp -ke your_userid [keyring]
To extract (copy) a key from your public or secret key ring:
   pgp -kx userid keyfile [keyring]
To view the contents of your public key ring:
   pgp -kv[v] [userid] [keyring]
To check signatures on your public key ring:
   pgp -kc [userid] [keyring]
To sign someone else’s public key on your public key ring:
   pgp -ks her_userid [-u your_userid] [keyring]
To remove selected signatures from a userid on a keyring:
   pgp -krs userid [keyring]

8 PGP Peter J. Holzer

Keyserver

• Netz (mehr oder weniger) synchronisierter Server

• Abfrage über http oder email

• öffentlich, keine Checks

9 PGP Peter J. Holzer

Keyserver

10 PGP Peter J. Holzer

Keyserver

11 PGP Peter J. Holzer

Keyserver

12 PGP Peter J. Holzer

mutt

• Curses-basierter Mailer

• RFC 1847/2015 (Security Multiparts/PGP- MIME)

• Ruft PGP als externes Programm auf

• Gut integriert (keine ”Wrapper“-Scripts, Password-Caching)

13 PGP Peter J. Holzer

mutt

14 PGP Peter J. Holzer

mutt

15 PGP Peter J. Holzer

mutt

16 PGP Peter J. Holzer

Wer noch?

• exmh

• Eudora

• MS-Outlook (mit PGP 5)

• INN (Newsserver)

• . . .

17 PGP Peter J. Holzer

Wer nicht?

• Netscape

• MS-Outlook Express

• . . .

18 PGP Peter J. Holzer

PGP 5

• Zusätzliche (freie) Algorithmen: DSS/Diffie- Hellman (ElGamal), RIPEMD-160, SHA- 1, CAST, TripleDES

• ⇒ Kompatibilitätsprobleme

• Windows-Integration

• Keyserver-Integration

19 PGP Peter J. Holzer